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team can all sign off on — organized around the one design rule that decides

whether a workflow survives a review.
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The short version

The single design choice that decides whether an automated workflow survives

an audit is not read-versus-write. It is reversible-versus-irreversible: an action

gets an automated pass only if it has a defined, tested way to be undone.

Everything else stops and waits for a named human before it commits.

Most automation design starts from the wrong boundary. It asks whether a step only

reads data or also writes it — and treats every write as risky and every read as safe.

That is backwards. A read that feeds an irreversible send is more dangerous than a

write you can roll back cleanly. The line that deserves the most engineering attention

is how hard the action is to walk back once it has happened.

“Compliance-friendly” is not a feeling; to an auditor it means three concrete things.

Every consequential action traces to a person or to a tested rule. The history of what

happened cannot be quietly edited after the fact. And the failure mode is stop and

escalate, never commit and hope. Six capabilities make those three properties real in

a platform. This paper introduces them here, then details each one — and turns the



whole thing into a decision-table, a place-the-gate worksheet, an audit-record

checklist, and a scorecard you can circulate to procurement and your build team.

The one rule this whole document operationalizes

Match the strength of the control to how hard the action is to undo. A reversible action

may run unattended if it ships with a tested undo. A consequential or irreversible

action must stop and wait for a named human before it commits. Everything that

follows is a way to apply that rule consistently and prove you did.

The six capabilities, in plain language

Undo by design

Every reversible action is built together with a defined, tested way to reverse it — the

unwind path ships with the feature, so it exists before anything goes wrong rather than

being improvised during an incident.

Confirm before commit

Consequential or irreversible actions do not run unattended. They halt into a durable

pending state and require a named human to confirm before anything commits — a real

stop in execution, not a notification the system runs past.

No self-approval

The system must be unable to fabricate its own sign-off. An approval requires a genuine

action by a different identity; the automation cannot invent, infer, or auto-fill the approval it

needs to proceed.

A record that can’t be rewritten

Every action and every reversal is written to an append-only record that no one —

including the operator — can edit or delete, so the history of what was and wasn’t

approved is permanent and reconstructable.

Stops when unsure

When a permission, a version, or a validation check doesn’t line up, the step stops and

escalates instead of guessing. The default on ambiguity is to do nothing irreversible and

raise it.

Least access per task



Each function runs with only the permissions it needs, on separate scopes, so a fault or

leak in one workload cannot reach data or actions belonging to another.

This paper describes design principles the common regulatory regimes tend to

share — records and retention, health and financial privacy, financial controls, and

security attestation all converge here at the level of principle. It is not legal advice

and it does not tell you which regime binds you; confirm the specifics with your own

counsel or authorizing official.

1. Classify every action by how hard it is to undo

Every downstream control decision follows from one classification, so make it first

and write it down. Sort each step into three tiers. Reversible: the runtime can

restore the prior state on its own — a buffered file edit, a database write with

rollback, a draft. Reviewable: undoable, but only with coordination or after others

may have acted on the result — a status change, a price change. Irreversible: the

system cannot restore the prior state alone — an outbound email, a payment, a

deletion, an external filing.

The test for “reversible” is strict: can the runtime return the object to its prior state

with no outside coordination and no reliance on a counterparty’s goodwill? If a

person at another organization has already seen the result, it is not reversible,

whatever your database can do. Add a second axis: some actions are reversible only

inside a window — a scheduled send you can still cancel. Treat the edge of that

window as an irreversibility deadline and gate for it.

“We assumed it was reversible” is the most common finding when an automated

step causes harm that could not be walked back. The table below classifies twelve

actions teams automate most often — note how many “writes” are actually

irreversible once an outside party is involved.

Automated action
Reversible by
the system
alone?

Undo path Who confirms

Draft a document Yes Discard the draft;
nothing left the
system

May run
unattended

Update a record field Yes, with
rollback

Restore the prior
value from the
change record

Unattended
with
monitoring



Automated action
Reversible by
the system
alone?

Undo path Who confirms

Schedule a job Within a
window

Cancel before the
run time

Unattended
until the
window edge

Close a ticket Reviewable Reopen — but
others may have
acted on the closure

Supervised,
with a fast
unwind

Change a price Reviewable Revert — but quotes
or orders may
already cite it

Named human
if customer-
facing

Provision a user Reviewable Deactivate — but
access may already
have been used

Named human
before commit

Grant access No, in effect Revoke — but what
was seen cannot be
unseen

Named human
before commit

Publish a page Reviewable Unpublish — but it
may be cached,
copied, or indexed

Named human
before commit

Send an external email No None once
delivered; recall is
unreliable

Named human
before send

Post a payment No A reversal is a new
transaction that
depends on a
counterparty

Named human
before commit

Delete a file Only if a
retained copy
exists

Restore from a soft-
delete or retained
copy, if any

Named human
before commit

File a return / external filing No None; the filing is
received by an
outside party

Named human
before commit

Map the tiers to controls once, then reuse: reversible may run unattended if a tested

undo exists; reviewable runs with monitoring and a fast unwind; irreversible stops for

a named human before it executes. Record the classification per action — an auditor

will ask why you decided each step was safe to run the way it runs.



2. Where a human must decide — and where a human only

watches

There are two oversight models and they are not interchangeable. A person in the

decision means someone must decide before the step proceeds — the workflow

blocks until they act. A person watching the outcomes means the system acts and

a person supervises, auditing results and intervening on anomalies. Placing every

step in the first model creates bottlenecks that add friction without reducing real

risk; placing consequential steps in the second leaves one-way actions unreviewed.

The skill is putting each step in the right one.

Choose by consequence, not by the model’s confidence. A high-confidence output

on an irreversible, individually significant decision still belongs in the decision, with a

person able to say no. A confidence score is a quality signal; it is not a substitute for

a human gate on a consequential action. The principle the major regimes converge

on — stated here at the level of principle, not as a requirement for your situation — is

that a decision producing a legal or similarly significant effect on a person should not

rest solely on automation with no meaningful human involvement. “Meaningful” is

the load-bearing word: the reviewer must be able to understand, question, and

override the outcome, not rubber-stamp it. Design the gate so the reviewer sees the

inputs, the proposed action, and a plain-language reason — a gate the human

cannot understand is not oversight, it is theater.

Use the worksheet below to place a gate for any step. Work top to bottom; the first

“yes” sets the model.

Ask, in order If yes I

1. Is the action irreversible — the system cannot restore the prior state alone? Person in
the decision
(confirm
before
commit)

C
t

2. Does it affect a person’s rights, money, or standing? Person in
the decision

C
t

3. Is it an exception — out-of-policy, ambiguous, or unclassifiable? Person in
the decision
(route to a
human,
don’t force
a bucket)

C
t



Ask, in order If yes I

4. Will a counterparty treat the result as final? Person in
the decision

C
t

5. Is it high-volume and reversible with a tested undo? Unattended,
with a
person
watching
outcomes

P
w
o
w
m

Record which model governs each workflow. For every consequential step, an

auditor asks the same two questions: who decides this, and can they actually say

no?

3. No self-approval: separation of duties and the four-eyes rule

The oldest control in this document predates automation entirely: the party that

prepares an action cannot be the party that approves it. In a manual process this is

separation of duties, or the four-eyes rule. In automation it means the component

that proposes a consequential step cannot also be the identity that authorizes it —

and the system must be unable to manufacture that sign-off on its own behalf.

Enforce the separation at the mechanism level, not by policy alone. A written rule

that “approvals require a second person” is worth little if the runtime can proceed

without one. The approval has to be a distinct, real action by a different identity, and

the automation cannot generate it. Scale the checker step with documented

thresholds: small reversible actions flow through, while value, sensitivity, or

irreversibility above a written threshold triggers a second set of eyes. Leave the

threshold undocumented and it reads to a reviewer as an arbitrary control — write

down where the line sits and why.

Separate the duties across the whole lifecycle, not just the final click. Who can

create a rule, who can change it, who can approve an exception, and who can view

the audit are four different capabilities. Collapsing them into one role — or into one

automation identity — reintroduces self-approval through the back door.

The service-account trap

The most common way self-approval sneaks back in: an automation runs “as” a

service identity that holds both the maker and the checker rights. It technically

satisfies “a different identity approved,” but the same automation controls both. Scope



each automation’s identity so it cannot approve its own work. Four-eyes accepts one

residual risk honestly — two parties colluding — which is precisely the point: it makes

wrongdoing require two people rather than one. Claim the control makes misuse

impossible and you have overstated it.

4. The audit trail that actually survives an audit

“We logged it” collapses on the first probe unless the log was built to be evidence.

Two properties separate a real audit trail from a pile of notes. First, it is append-only:

every action and every reversal is written to a record that cannot be edited or

deleted after the fact, so tamper-evidence is built in rather than bolted on. Second, it

ties each action to a specific actor strongly enough that the actor cannot credibly

deny it — non-repudiation is what turns a log into evidence.

Protect the log as critical infrastructure: the identities that perform actions must not

be able to alter the record of those actions, and an unauthorized change to the audit

store should itself raise an alert. A mature system does not claim the log cannot be

touched; it claims any tampering is detectable — and that you, the customer, can

verify integrity without taking the operator’s word for it. Log reversals as first-class

events, held to the same rigor as the original action; “we undid it” is only credible if

the undo is itself in the trail. Keep records long enough to support after-the-fact

investigation and whatever retention obligations apply to you, and write that period

down deliberately — a log with an unclear lifespan is a finding waiting to happen.

Use this checklist to test whether a single consequential event carries what an

auditor will ask for. If any field is missing, the event is a note, not evidence.

Field every consequential event
must carry

What it captures Why the auditor asks

Actor identity The specific person,
rule, or identity that
initiated the action

“Who did this?” — and
can they deny it?

Action type What was done, in a
consistent vocabulary

Lets like events be
counted and
compared

Target object The record, file,
account, or message
acted on

“What exactly was
affected?”



Field every consequential event
must carry What it captures Why the auditor asks

Timestamp + timezone A precise, consistent
time with a reference
such as UTC

Reconstructs
sequence across
systems

Outcome Success or failure of
the action

Separates what
happened from what
was attempted

Reason / authorization reference The rule or the
approval that
permitted it

“On what basis was
this allowed?”

Reversal-of link For an undo, a pointer
to the action it
reverses

Proves the unwind is
real and traceable

Immutability proof Evidence the entry has
not been altered since
written

“How do I know this
wasn’t edited later?”

5. Least access per task, and stopping when unsure

Two design rules contain the blast radius when something goes wrong — and

something eventually will. Least access per task: each function runs with only the

permissions it needs, ideally on separate scopes or credentials per workload, so a

fault or compromise in one workload cannot reach data or actions belonging to

another. The pattern to avoid is the single super-credential — one key that can read

mail, move money, and change users. That is the worst-case leak by construction;

split by workload and a leaked credential exposes only its own narrow slice.

Stops when unsure: when a permission, a version, or a validation check does not

line up, the step halts and escalates rather than committing something it cannot take

back. The dangerous alternative is a workflow that quietly skips a step it was not

permitted to do, half-completes, swallows the error, and reports success — burying

the exact failure an auditor needs to see. Stopping surfaces the gap; proceeding-on-

a-default hides it. Make missing authorization loud, not silent.

Two habits keep these from decaying. Recertify access on a schedule — privileges

granted to automations drift and accumulate, and confirming an automation still

needs each scope is part of the control, not a one-time setup. And pair least access



with the audit trail: “this workload could only ever do X, and here is the log proving it

only did X” is a far stronger story than broad access plus after-the-fact review.

6. Change control and exception handling — where a compliant

design quietly decays

A workflow can pass review on day one and drift out of compliance without a single

line of its actions changing — because two things around it change: the rules that

govern it, and the cases it was never designed for.

Changing the automation is itself a consequential action

Treat a change to the automation’s logic or thresholds with the same separation of

duties as the actions it performs: proposed by one party, reviewed and approved by

another, recorded in the trail. A rule anyone can silently edit is not a control. Version

everything that governs a decision so that, for any past action, you can reconstruct

which rules were live when it ran — “what logic was in force the day this happened?”

must be answerable.

Design the exception path on purpose

When input is out-of-policy, ambiguous, or unclassifiable, route it to a human rather

than forcing it into the nearest automated bucket. Silent misclassification is worse

than an honest stop. Distinguish a handled exception — routed, logged, resolved by

a person — from an error, where the step failed: both belong in the trail, but they

need different escalation and review. And guard against retry-until-it-works loops on

consequential actions: a repeated automated attempt at an irreversible step can turn

one failure into duplicate real-world effects. Root-cause a repeated failure instead of

re-running blindly. Finally, build the undo alongside the action, not after an incident

— a reversal path invented under pressure during an incident is not a tested reversal

path.

7. The vendor-and-build scorecard

The same twelve questions work whether you are evaluating a vendor or your own

build team. Score each on evidence, not on the answer alone: the passing answer is

a demonstrable mechanism, not a policy statement — “show me” beats “we do.” Use

the rubric below, weight by blast radius, and treat the disqualifiers as absolute.



Rubric per row: 0 = not present · 1 = policy only · 2 = a mechanism exists · 3 = a

mechanism plus tamper-evident or independently verifiable proof.

Domain / question Weight Score

Reversibility & undo

Does every reversible action ship with a defined, tested undo? High 0 / 1 / 2 / 3

Are irreversible actions identified and gated before they commit? High 0 / 1 / 2 / 3

Can you demonstrate a specific action being reversed, live? Med 0 / 1 / 2 / 3

Human decision & approval

Do consequential actions physically halt into a pending state that
survives a restart?

High 0 / 1 / 2 / 3

Can the system approve its own actions? (A “no” you can prove
scores high.)

High 0 / 1 / 2 / 3

Are separation-of-duties thresholds documented and enforced in
the mechanism?

Med 0 / 1 / 2 / 3

Audit & non-repudiation

Is every action and every reversal written to an append-only
record?

High 0 / 1 / 2 / 3

Can you verify log integrity without trusting the operator’s word? Med 0 / 1 / 2 / 3

Does the record capture the approval and the reason, not just the
action?

Med 0 / 1 / 2 / 3

Access & failure mode

Does each workload run on least access, with separate scopes or
credentials?

High 0 / 1 / 2 / 3

On a permission, version, or check mismatch, does the step stop
and escalate?

High 0 / 1 / 2 / 3

Are automation privileges recertified on a schedule, and rule-
changes controlled like the actions themselves?

Med 0 / 1 / 2 / 3

Disqualifiers — a single one ends the evaluation, whatever the total

Irreversible actions run fully unattended “for efficiency.”

The audit log can be edited or deleted by an administrator “for corrections.”



One credential runs everything — a single key spanning all workloads.

The system can approve its own actions “when it is confident.”

Turn the scored rows into a decision, not a pile of notes. Any disqualifier is an

automatic no-go. A 0 or 1 on any High-weight row is a stop pending remediation,

not a deduction to be averaged away — a high total cannot rescue a workflow that

cannot produce an untouchable record of what it did, or that can approve its own

irreversible actions. Only when there are no disqualifiers and every High-weight row

clears a mechanism-level score should the total decide between proceed and

proceed-with-conditions.

How to use this

Classify each action by reversibility first — the whole design follows from it. Run

every consequential step through the place-the-gate worksheet and record which

oversight model governs it. Test one real event against the audit-record checklist

end to end; if it fails, the log is not yet evidence. Then put the twelve questions to

your vendor or your build team in a working session where they demonstrate a real

stop, a real undo, and a real trace rather than describing them. Score on what they

showed. Keep the completed scorecard as the record of why you accepted the

design — and re-run the negative tests on a cadence, because a control verified

once is not a control verified forever. Where any of this touches an obligation you

must meet, confirm the specifics with your own counsel or authorizing official before

you rely on it.
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